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Installation

G} To use this extension, you will require to install MageDelight Base Extension first. If it is not installed then please download it from https://w
ww.magedelight.com/extensions/magedelight-base-extension.zip and unzip the package file into the root folder of your Magento 2
installation.

@ Before installing the extension, please make sure to Backup your web directory and store database

G} You will require to install MageDelight Base Extension first. If it is not installed then please download it from https://www.magedelight.com
/pub/extensions/magedelight-base.zip and unzip the package file into the root folder of your Magento 2 installation.

{D Root Directory is - "app/code/magedelight/#YourExtensionName#"

® Unzip the extension package file into the root folder of your Magento 2 installation.
® Connect to SSH console of your server:

® Navigate to the root folder of your Magento 2 setup

® Run command as per below sequence,

php bin/magento setup:upgrade
php bin/magento setup:di:compile
php bin/magento setup:static-content:deploy

php bin/magento cache:clean

® Jog out from the backend and log in again
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1 Ifyou are using Magento 2.3 or later then you do not need to activate license. Extension will be activated with silent activation mechanism
and does not require activation keys to be entered manually.

Backend Configuration (Admin side)
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(=) CyberSource Secure Acceptance WM By MageDelight

Enable
[website]

Yes -

Title

[store wiew]

CyberSource Secure Acceptance WM By MageC

Merchant ID

[website]

Transaction Key |,,....
[website]

Profile ID

[website]

Secret Key

[website]

Access Key

[website]

Gateway Url

h httpS:HiCSEWS.iCiCDFﬂ fcommerce/1. i/ transacti
[store view]

Test Gateway Url

h httpS:HiCSEWStESt.iEB.CG mfcommerce/ 1. ®trans
[store wiew]

Test Mode

-
[website] Yes

Payment Action

[website] Authorize and Capture -

Debug

-
[website] Yes

Credit Card Types

[website]

JCB

Maestro International

hMasctrn 1K
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Save Optional
[website]

Mew Order Status
[website]

Payment from Applicable Countries
[website]

Payment from Specific Countries
[website]

Minimum Order Total
[website]

Maximum Order Total
[website]

Redirect Label For Cybersource
[website]

Sort Order
[website]

Merchant Define Data
[website]

Diners Club
Other
4
Yes -
Processing v
All allowed Countries L4

You will be redirected to CyberSource Secure A

Mo

If Yes, additional field will be display in transaction
details of merchant panel
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Delete Cards

website

Delete Cards

WARNING | This action will delete all the records of
saved cards associated to current Merchant 1d

® Enabled: This can enable/disable the CyberSource Payment method.
® Title: Here you can define the label for CyberSource Payment method that will display in
® Payment section of one page checkout.
® Payment information of order, invoice, credit memo and shipment section.
® Merchant ID: This ID identify the merchant within the CyberSource System as well as is also used to log in to the CyberSource Business
Center.
®* Transaction Key: Merchant can define Transaction Key that is associated with current CyberSource merchant account.

G} To find the Transaction Key just go to the CyberSource Business Center and login with you details. Then go to Account
Management -> Transaction Security Keys -> Security Keys for the SOAP Toolkit API -> click in Generate Key

® Profile Id: To find profile Id login to your CyberSource Business Center account.

G} To find profile Id login to your CyberSource Business Center account. Then Go to profiles under Tools & Settings ->
Secure Acceptance -> Profiles. Click on active profile which you want to use for secure acceptance. Copy profile id from
top left.

® Secret Key & Access Key: To find profile Id login to your CyberSource Business Center account. Then Go to profiles under
Tools & Settings -> Secure Acceptance -> Profiles. Click on active profile which you want to use for secure acceptance. Click on Security
link, here you can see generated keys list, just click on any row and copy secret key and access key from it. if you didn't see any list here
then click on create new key, enter “key name” and then click on Generate key button. Generated key will display in list.
® Gateway URL: This option defines the Gateway URL for live mode of Cybersource payment method API. https://ics2ws.ic3.com/commerce/1.
x/transactionProcessor/CyberSourceTransaction_1.118.wsdl
®* Test Gateway URL: This option defines the Gateway URL for test mode of CyberSource payment method API. https://ics2wstest.ic3.com
/commerce/1.x/transactionProcessor/CyberSourceTransaction_1.118.wsdl
® Test Mode: Admin can define the mode of CyberSource Payment method of web shop. Merchant can set either “Yes"/ “No” for this option
depends on the environment of web shop (Production or Development).
®* Payment Action: Admin can define the payment action that would take on successful order placed by user. Admin can choose,
® Authorize and Capture: This payment action will directly capture the requested amount from the customer credit card on placing
an order from frontend or backend. Invoice will automatically create when user successfully place an order.
® Authorize Only: This payment action will only authorize the requested amount on the credit card of customer on placing an order
from frontend or backend.
® Debug: This option defines the debugging mode of CyberSource payment method. Admin can choose “Yes / No” depending on the
Production / Development environment if web site. Normally this option should only enabled for development environment.
® Credit Card Types: This option defines the list of Credit Cards that customer can choose from card selection field on payment section of
one-page checkout page.
® Save Optional: The customer must have to save the credit card for future transaction processing if this field it set to “No”. By selecting “Yes”
for this field will allow customers to choose whether they want to save the credit card for future processing or not.
® New Order Status: This option defined the order status after successful processing the order.
® Payment from Applicable Countries: This option allow admin to configure CyberSource Payment gateway for specific countries,
® By selecting “All Allowed Countries” from this option will make CyberSource Payment for customers from all the countries
® By selecting “Specific Countries” from this option will make CyberSource Payment method for customers from specific countries.
® Payment from Specific Countries: This option will only enabled if “Payment from Applicable Countries” option will set to “Specific
Countries”.
This option will be multi select option so admin can choose one or more countries from this fields for which this payment method will be
display on payment section.
® Minimum Order Total: This option defines the minimum order total for which this payment method display on payment section of one-page
checkout on frontend.
® Maximum Order Total: This option defines the maximum order total for which this payment method will display on payment section of one-
page checkout page of frontend.
® Redirect Label for CyberSource: This option defines the label value which will show at time of redirection from web-shop to CyberSource
website.
® Sort Order: This option defined the sort order of payment method on the payment step on checkout one page of frontend.
® Delete Cards: Admin can edit the merchant details (though it is not a good practice to change). On edit, it is required to delete the saved
credit cards manually from Stores > configuration > Sales > Payment Methods > CyberSource Secure Acceptance

' All saved credit cards details are associated with merchant details. Hence, if merchant edits the details it is required to
delete the saved cards because for the authorization merchant details should be matched with saved credit cards

Backend Functionality
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Veronica Costello 2 cemo v

« Delete D Create Reset Force Save and Continue Save
Back Customer Order Password Sign-In Edit Customer
CUSTOMER INFORMATION m Reset Filter 1 records found 20 ¥ | perpage < 1 of 1 >
BN ED Card Holder Card # Card Type
Account Information
Veronica Costello YHHK-1881 Visa
Addresses
Orders

Billing Agreements
Wish List
Saved Cybersource Cards

Admin can see customer saved cards from customer management section of backend interface. In customer edit section admin can go to the
“CyberSource (Saved Cards)” tab.
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ORDER VIEW

Information

Invoices

Credit Memos

Shipments

Comments History

Order & Account Information

Order # 000000272 (The order confirmation

email is not sent)

Order Date
Order Status

Purchased From

Placed from IP

Address Information

Billing Address Edit

Veronica Costello

6146 Honey Bluff Parkway
Calder, Michigan, 49628-7978
United States

T:(555) 229-3326

Account Information Edit Customer

Customer Name Veronica Costello

May 24, 2018, 8:40:37 PM
Email roni_cost@example.com

Payment Review
Customer Group General

Main Website

Main Website Store

Default Store View

189.159.44.51

Shipping Address edit

Veronica Costello

6146 Honey BIuff Parkway
Calder, Michigan, 49628-7978
United States

T:(555) 229-3326

Payment & Shipping Method

Payment Information

CyberSource Secure Acceptance WM By MageDelight

Credit Card Type:  Visa
Credit Card Number:ooo-1881

The order was placed using USD.

Shipping & Handling Information

Best Way - Table Rate $15.00

Admin can also view the payment details used by customer during order placed from website. Admin can see the payment information for specific
order like “Credit Card Type”, Credit card number with masked format, total processed amount on the card, cybersource gateway generated
transaction id, AVS Response, CVN Response, Merchant Reference code and the currency format in which order was placed.

Frontend Functionality

Account Dashboard

My Orders

My Downloadable Products

My Wish List

Address Book
Account Information
Stored Payment Methads

Billing Agreements

My Product Reviews

Newsletter Subscriptions

Cybersourcesa(My Saved Card)

XXXX-1881

My Saved Credit Cards

Card Info Action
Veronica Costello o B DELETE
Calder, 49628-7978

United States

T:(555) 229-3326

My Account > CyberSource (My Saved Cards) Where the customer will get list of all saved card if any. Customer can able to save multiple saved
cards to use with next order checkout. As you can see with above screenshot logged in customer have already stored three cards listed. Customer
can able to edit each cards information if required, they can also have option to delete particular card.
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Add New Card

Contact Information

First Name *
Last Name *
Company
Street Address *
City *
State/Province *
Please select a region, state or province. hd
Zip/Postal Code +*
Country *

United States W

Phone Number *

Card Information

Credit Card Type *

—-Please Select-- w
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Credit Card Number *

Expiration Date *

Month W Year e

Card Verification Number *

Whatis this?

SAVECARD [

Customer will also have button to add new card, which will head to add new card form, which needs to filed with customer billing address and card
details.

® CyberSource Secure Acceptance WM By MageDelight

¥ My billing and shipping address are the same

Veronica Costello

6146 Honey Bluff Parkway
Calder, Michigan 49628-7978
United States

(555) 229-3326

Select From Saved Card

Use other card W

¥ Mote: Save this credit card for future use.

Click on "Place Order" button to enter the new card detail and proceed to payment.

PLACE ORDER

There is also an option to user other card if customer don’t want to user form saved card or if customer don’t have any sore card. If card save option is
set optional, customer will have chosen to save card or not.
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Review your Order

Billing Address Shipping Address

yogesh karodiya Your order will be shipped to:

Magedelight )

shmedabad yogesh karodiya

ahmedabad Magedelight

shmedabad ahmedabad

NIA ahmedabad

38001 ahmedabad checkout by saved card
India 38001

India

Payment Details Your Order

Card T Visa

ype Total amount $54.U‘D
Card Number H000O00000K 1111
Expiration Date 07-2020

® CyberSource Secure Acceptance WM By MageDelight

¥ My billing and shipping address are the same

Veronica Costello

6146 Honey Bluff Parkway
Calder, Michigan 49628-7978
United States

(555) 229-3326

Select From Saved Card

X¥X¥X-1881, Veronica Costello v

PLACE ORDER

If customer have already saved card with CyberSource payment, they can use to pay for order at the time of checkout. For checkout on payment step
there would be a list of stored card from where customer can select the one from list and pay for order to selected saved card.
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Demo

Click here to visit frontend.

Click here to visit backend admin panel.

FAQs

Click here to visit FAQs.
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Support

Click here to raise a support ticket using your MageDelight account.

Additional Services

Click here to get the customized solution for this extension.

Thank you for choosing MageDelight!
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